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1. Windows Installation

<S

N URNIL NN

Disable any unneeded services included in the default installation

Remove unnecessary Windows Server roles and features

Consider to use EFS with NTFS file system or BitLocker encryption for restricted
data

Assign a static IP for server

Run Windows update to install all security updates or patches

Run Antivirus update to install the latest antivirus definition

Enable automatic notification of patch availability and make sure that all
appropriate patches, hotfixes and service packs are reviewed, tested and
applied in a timely manner

It is not recommended to install client-side software, such as Chrome, Adobe

Flash, pdf viewers etc. on server

2. Security Configuration

2.1

Network Security and Access Management

In

All Control Panel Items, click Administrative Tools

E= All Contral Panel ltems I;Ii-

Search Control Panel » |

n-) - 4 |@ v Control Panel » All Control Panel ltems v G

Adjust your computer’s settings Viewby: Largeicons ~

jk’ Action Center Administrative Tools AutoPlay

m Color Management I{'} Credential Manager ,--\s's'aa-_li' Date and Time




Click Local Security Policy
Shortcut Tools
File Home Share View Manage v 0
1 |3 + Control Panel » All Control Panel ltems » Administrative Tools v & | | Search Administrative Tools P |
X Favorites - MName - Date modified Type Size
B Desktop . Terminal Services 8/22/201311:39 PM  File folder =
& Downloads @- Component Services 8/22/2013 257 PM  Shortcut
(E-ﬂ Recent places E—‘ Computer Management 8/22/2013 2:54 PM Shortcut
[#lg Defragment and Optimize Drives 8/22/2013 247PM  Shortcut
1M This PC @ Event Viewer 8/22/2013 2:55 PM Shortcut
g Desktop {2, iSCS! Initiator 8/22/2013257PM  Shortcut
|| Documents |£ Local Security Policy 8/22/2013 2254 PM  Shortcut
j Downloads @ Microsoft Azure Services 7/24/201412:02 PM  Shortcut
W Music ANB Nata Sanrees (32-hit) 8333012 T-56 AN Sharteut e
B nee || L m
24items  1item selected 1.00 KB
Navigate to
Security Settings — Local Policies — User Rights Assignment
File Action View Help
e zE X= @
=, Security Settings Policy “ Security Setting ~

1[4 Account Policies
A 3 Local Policies

1[4 Audit Policy

User Rights Assignment

1[4 Security Options

b [] Windows Firewall with Advanced Sec
[7] Network List Manager Policies

I (] Public Key Policies
b [ | Software Restriction Policies
I ] Application Control Policies
[ ,g IP Security Policies on Local Compute
I ] Advanced Audit Policy Configuration

< L} >

[ Access Credential Manager as a trusted caller
5 Access this computer from the network

1% Act as part of the operating system

5] Add workstations to domain

5] Adjust memory quotas for a process

5] Allow leg on locally

[ Allow leg on through Remote Desktop Services
%% Back up files and directories

[ Bypass traverse checking

5] Change the system time

[ Change the time zone

5] Create a pagefile

[ Create a token object

5] Create global objects

[ Create permanent shared objects

5] Create symbolic links

1% Debug programs

5| Deny access to this computer from the network
|| Deny log on as a batch job

it o

Authenticated Users,Ad...

LOCAL SERVICE,NETWO...
Administrators, Users, Ba...

Administrators,Remote Desktop Users

Administrators,Backup ...
Authenticated Users,LO...
LOCAL SERVICE, Admini...
LOCAL SERVICE Admini...
Administrators

LOCAL SERVICE,NETWQ..,

Administrators

Administrators




Click Access this computer from the network

Remove Everyone

Local Security Setting | Explain |

Access this computer from the network

Administrators
Autherticated Users

EackuE Diemturs

|sers

Add User ar Group. .. | | Remaove




Click Bypass traverse checking

Remove Everyone

Local Security Setting | Explain |

Bypass traverse checking

Administrators
Authenticated Users
Backup Operators

LOCAL SERVICE

METWORK SERVICE

Isers

Window Manager'Window Manager Group

Add User or Group... | | Remove




Navigate to

Security Settings — Local Policies — Security Options

File Action View Help

e sE Xz HE

a Security Settings Policy “ Security Setting al
b [ Account Policies %] Accounts: Administrator account status Enabled
4 13 Local Policies i) Accounts: Block Microsoft accounts Mot Defined =
b [4 Audit Policy [ Accounts: Guest account status Disabled
‘é User S'ghts ﬁ_\smgnment [ Accounts: Limit local account use of blank passwords to co...  Enabled
i-'_i Secu”t}f Optlons. ;] Accounts: Rename administrator account AdministratorEDB
b g L\fmdoul:sl_l_:lre;all with :dl?.fa.nced sect [ Accounts: Rename guest account Guest
=p e:;\.rorK I:t i a.nager oleres 5] Audit: Audit the access of global system objects Disabled
b uble ey OHCI.ES .. 5] Audit: Audit the use of Backup and Restore privilege Dizabled
b || Software Restriction Policies 5 Audit: F dit poli bpt et P 'gd Vi Not Defind
b [ Application Control Policies . u | : Force audit policy s.u ca e-gory s. ings (Windows Vis.., .o ine
- — 2o Audit: Shut down system immediately if unable to log secur... Disabled
[ @ IP Security Policies on Local Computer
b [] Advanced Audit Policy Configuration i) DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
5] DCOM: Machine Launch Restrictions in Security Descriptor ...  Not Defined
5 Devices: Allow undock without having to log on Enabled
i Devices: Allowed to format and eject removable media Mot Defined
]
i) Devices: Prevent users from installing printer drivers Enabled
gp
11| Devices: Restrict CD-ROM access to locally logged-on user...  Not Defined
1)) Devices: Restrict floppy access to locally logged-on user only  Not Defined
1)) Dornain controller: Allow server operators to scheduletasks Mot Defined
< mn > || [ Domain controller: LDAP server signing requirements Mot Defined h

Click Microsoft network client : Digitally sigh communications (always)

Select Disabled

Local Securty Setting | Explain |

j Microsoft networ client: Digitally sign communications (ahways)

("1 Enabled
i# Disabled




Click Microsoft network client : Digitally sign communications (if server agrees)

Select Enabled

Local Security Setting |Emlain |

Microsoft networe client: Digitalty sign communications (if server
= agrees)

(® Enabled
i) Disabled

Click Microsoft network server : Digitally sign communications (always)

Select Enabled

Local Securty Setting | Explain |

Microsoft network server: Digitally sign communications (@hways)

%

(®) Enabled
i) Disabled




Click Microsoft network server : Digitally sign communications (if client agrees)

Select Enabled

Local Security Setting | Explain |

Microsoft network server; Digitally sign mmmuniLm

(® Enabled
() Disabled

=M Microsoft network server:
P agrees)

Digitally sign communications {f client

Click network security : Allow LocalSystem NULL session fallback

Select Disabled

—=:'_:_|I Security Settings
4 Account Policies
v [[4 Local Policie
& Audit Policy
2 User Rights Assignment
A Security Options
| Windows Defender Firewall with Advz
| Metwork List Manager Policies
_| Public Key Palicies
| Software Restriction Policies
| Application Control Policies
@ IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

Policy
| Network access: Shares that can be accessed anonymously
| Metwork access: Sharing and security model for local accounts

| Metwork security: Allow Local System to use computer identity for NTLM
etwork security: Allow LocalSystem MULL session fallback

MNetwork security: Allow LocalSystem MULL session fallbac.. 7 et
Local Security Setting  Explain

j' Network security: Allow LocalSystem MULL session fallback

(") Enabled
(®) Disabled




Click Network security: Configure encryption types allowed for Kerberos

Select AES128 HMAC_SHA1, AES256_ HMAC_SHA1 and Future encryption types

Metwork security: Configure encryption types allowed for ... ? >

Local Secunty Setting  Explain

j. Metwork security: Corfigure encryption types allowed for Kerberos

DES_ o _mog

i
RC4_HMAC_MD5 ]
AES128_HMAC_SHAT
AESZ256_HMAC_SHAT
Future encryption types -

Run regedit.exe (registry editor)

LONTral Fanegl

File Explorer
Search
Run
Shut down or sign out K
Desktop - - b=
[—] =
L=/ Run -
== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.
Open: | regedit.exe] W

QK Cancel Browse...
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Navigate to

HKEY_LOCAL_MACHINE \SYSTEM\ CurrentControlSet\ Control\Lsa

Set restrictanonymous=1

Walue name:

|r&d.ric:tanunymuus
Value data: Base
|‘I| | (®) Hexadecimal

() Decimal

Navigate to

HKEY_LOCAL_MACHINE\
SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Set restrictnullsessaccess=1

Value name:

|r&d.ridnulls&asams

Value data: Base

|1| (®) Hexadecimal
() Decimal
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Navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Para
meters

NullSessionPipes

Remove BROWSER if have

Edit Multi-String | x|
Value name:
| MullSessionPipes |
Value data:
| -~
L
< >
OK || Canesl
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In All Control Panel Items, click Network and Sharing Center

@ * 4 ||§ » Control Panel » All Control Panel ltems v | | Search Control Panel r
Adjust your computer’s settings Viewby: Largeicons +
[ . . |
l Display @ Ease of Access Center — Folder Options N
G . . L
h Fonts Internet Options % 1SCSl Initiator
<Z» Keyboard ﬁ Language J Mouse
R Notification Area lcons @ Phone and Modem
= Center o
(V=" - = .- s .

Click Change adapter settings

e
s

@ - 4 |§§ <« All Control Panel terns » Network and Sharing Center v & | | Search Control Pa
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network 3 Access type: Internet
settings Public network Connections: [ Ethernet 2

13



Right click the Ethernet and click properties

+ ||:@ v Control Panel » Metwork and Internet » Metwork Connection:

Organize +  Disable this network device  Diagnose this connection  Renarne this o

Ethernet 2
Metwork 3
Microsoft Hyper-V Network Adap.
® Disable
Status
Diagnose

@ Bridge Connections

Create Shortcut
| Delete
@ Rename

| @ Properties

14




Select Internet Protocol Version 4(TCP/IPv4)

Click Properties

Metworlding

Connect using:
®F  Microsoft Hyper-V Network Adapter

This connection uses the following items:

& Cligrt for Microsoft Networks

.Q File and Printer Sharing for Microsoft Networks
Bl 005 Packet Scheduler

[ & Microsoft Network Adapter Muttiplexor Protocol
<& link-Layer Topology Discovery Mapper [/0 Driver
i link-Layer Topology Discovery Responder

. Intemet Protocol Version & (TCP/IPvE)

Inmtemet Protocol Version 4 (TCP/1Pvd)

| Install... | | Uningtall | | Properties

Nearhntinn

15



Click Advanced

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:

IP address: | ; . . ‘

Default gateway: | . . . ]

() Obtain DNS server address automatically
(®) Use the following DS server addresses:

Alternate DNS server: | . . . |

[ validate settings upon exit Crimae l

oK Cancel

16




Select Disable NetBIOS over TCP/IP

IP Settings | DNS | WINS |

WINS addresses, in order of use:

| Add... || Edit... || Remove |

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IF is enabled,

[V Enable LMHOSTS lookup | Import LMHOSTS. .

MetBIOS setting

() Default:

LIse NetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable MetBIOS over TCR/IP,

() Enable MetBIDS over TCF/TP
(®) Disable NetBIOS over TCP/IP

17




Run gpedit.msc
Navigate to
Computer Configuration — Administrative Templates — System — Power

Management — Sleep Settings

Click Require a password when a computer wakes (plugged in)
Select Enabled

M Require a password when a computer wakes (plugged in)

E‘ Require a password when a computer wakes (plugged in) Next Setting

() Mot Configured ~ Comment:
(® Enabled
() Disabled
Supperted on [ At |east Windows Vista
Navigate to

Computer Configuration — Administrative Templates — System — Power

Management — Sleep Settings

Click Require a password when a computer wakes (on battery)
Select Enabled

& Require a password when a computer wakes (on battery)

E Require a password when a computer wakes (on battery) e Next Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supperted oni [ a4 jeact Windows Vista
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Run gpedit.msc

Navigate to
Computer Configuration — Windows Settings — Security Settings — Local Policy —

Security Options

Click System cryptography: Use FIPS compliant algorithms for encryption, hashing,
and signing
Select Enabled

Systern cryptography: Use FIPS compliant algerithms for ... ? *
Local Security Setting  Explain

5 System cryptography: Use FIPS compliant algorithms for
=@l  encryption, hashing, and signing

(®) Enabled
() Disabled

Go to Server Manager Dashboard
Deselect the SMB 1.0/CIFS File Sharing Support option

Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

i Local Server Fﬁ Add Roles and Features Wizard

ii All Servers

WE Fileand Storagy  Select features
Before You Begin Select one or more features to install on the selected server.
Installation Type Features

Server Selection

] Remote Differential Compression
Server Roles I [] Remote Server Administration Tools
[[] Setup and Boot Event Collection
[] Simple TCP/IP Services
[N ME 1.0/CIFS File Sharing Suppor]

[] SMEB Bandwidth Limit
] SMTP Server

19



2.2 Account Security
2.2.1 User Account and Rights

In All Control Panel Items, click Administrative Tools

@ - 4 |@ v Control Panel » All Control Panel tems v & | | Search Control Panel »p
Adjust your computer's settings View by: Largeicons ~
‘r Action Center " Administrative Tools @ AutoPlay
. e B .
rﬂ.‘ Color Management @ Credential Manager [®w Date and Time

Click Computer Management

RN A L Shorteut Taols
File Home Share View Manage

T |3 » Control Panel » All Control Panel ltems » Administrative Tools v & | | Search Ad

- -~ e -
“F Favorites Mame Date modified T
B Deskiop . Terminal Services 8/22/201311:39PM Fi
i Downloads [2l- Component Services 8/22/2013 257 PM SH
“El Recent places 75 Computer Management 8/22/2013 254 PM Sh
I L - e - - memm ammam m A= -

Click Local Users and Groups and Users

Disable or remove any unused accounts, such as DefaultAccount and Guest etc.

It is not recommended to use a default administrator account name, such as
“administrator” or “admin”. You may either rename the default administrator

account or create an account and set it as an administrative account.

@ Computer Management
File Action View Help

&7 F ¢ HE

@ Computer Management (Local | pame Full Mame Description
h m yst;mk'l':t:sd | E—'Administrator Built-in account for administering...
> Eas t;. auter &_,Defaultnccount A user account managed by the s...
’ &a S:en q ;:ET:I' !;_,Guest Built-in account for guest access t...
> ared Felders
- @ Local Users and Groups EJWDAGUtiIityAccount A user account managed and use..,
] Users
] Groups

20



In All Control Panel Items, click Administrative Tools

@ - 4 |E v Control Panel » All Control Panel tems v G| | Search Control Panel »p |

Adjust your computer's settings View by: Largeicons ~

‘P Action Center Administrative Tools @ AutoPlay

;ﬂ Color Management Credential Manager

Date and Time

Click Local Security Policy

Shortcut Tools
File Home Share View Manage v 0
t | ﬁ] v Control Panel » All Control Panel ltems » Administrative Tools v | | Search Administrative Tools o |
Y s A Mame “ Date modified Type Size ||
B Desktop | Terminal Services 8/22/201311:39 PM  File folder =
j Downloads = @- Component Services 8/22/2013 257 PM  Shortcut
% Recent places @ Computer Management 8/22/2013 254 PM Shortcut o
[#lg Defragment and Optimize Drives 8/22/2013 247PM  Shortcut
18 ThisPC " {5l Event Viewer 8/22/20132:55PM  Shortcut
g Desktop {2, iSCS! Initiator 8/22/20132:57PM  Shortcut
,E Documents @ Local Security Policy 8/22/2013 2254 PM  Shortcut
j Downloads @ Microsoft Azure Services T/24/201412:02 PM Shortcut -
JI’ Music L (ORI Nata Snnrces (32-hitl 22273013 T-5A ARA Shorteut i
E T L€ Iy

24items 1 item selected 1.09 KB
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Navigate to

Local Policies-User Rights Assignment

Click Allow log on locally, remove all groups except Administrators, you may add

your administrative account(s) to this group.

i.!. Security Settings Policy Security Sety
‘4 Account Policies
v 4 Local Policies
‘4, Audit Policy
‘4, User Rights Assignment
‘4, Security Options
| Windows Defender Firewall with Advz

l2ie Access Credential Manager as a trusted caller

12| Access this computer from the network Everyone Ag
l2s| Act as part of the operating system

12y Add workstations to domain

12y Adjust memery quetas for a process LOCAL SERY

~| Metwork List Manager Policies llow leg on locally Administrat
~| Public Key Pelicies 1 Allow log on locally Properties 7 w0
| Software Restriction Pelicies 4

| Application Contrel Policies 4 Local Security Setting  Explain

g IP Security Policies on Local Compute|| 4

| Advanced Audit Policy Configuration|| | Allow log on locally

LI}
n

I Administrators
Backup Operators

Users

4 Add User or Group ... Remove

22



Reminders:
v" Full permissions should NOT be granted to everyone or guest group in the
configuration of file or folder.
v Sharing should NOT be allowed for anonymous access.

v" The principle of least privilege (POLP) should always be strictly executed.

Mame Diote o dific.d Tem
temp Properties x
PerfLogs
Proagram Files General Sharng Securty  Previous Versions  Customize

Program Files (x36} Object name:  C\emp

temp
U SE[S GI‘DIJD ar User names:
Windows CREATOR OWNER

SR SYSTEM
SR Admiristrators (WIN-31VIUPP AU DEAdministrators)
S2 Users (WIN-31VIUPPELDK Users)

To change pemissions, click Edit. Edit

Permissions for CREATOR

OWHNER Allow Deny

Full cortrol 2
Modify

Read & execute

Ligt folder conterts

Read

Write b

For special pemissions or advanced settings. Advanced
click Advanced.

Cancel Aorly

23



2.2.2 Password Policy

In All Control Panel Items, click Administrative Tools

@ - 4 |E v Control Panel » All Control Panel tems v G| | Search Control Panel »p |

Adjust your computer's settings View by: Largeicons ~

‘P Action Center Administrative Tools @ AutoPlay

;ﬂ Color Management Credential Manager Date and Time

Click Local Security Policy

Shortcut Tools
File Home Share View Manage v 0
t | ﬁ] v Control Panel » All Control Panel ltems » Administrative Tools v | | Search Administrative Tools o |
Y s A Mame “ Date modified Type Size ||
B Desktop | Terminal Services 8/22/201311:39 PM  File folder =
j Downloads = @- Component Services 8/22/2013 257 PM  Shortcut
% Recent places @ Computer Management 8/22/2013 254 PM Shortcut o
[#lg Defragment and Optimize Drives 8/22/2013 247PM  Shortcut
18 ThisPC " {5l Event Viewer 8/22/20132:55PM  Shortcut
g Desktop {2, iSCS! Initiator 8/22/20132:57PM  Shortcut
,E Documents @ Local Security Policy 8/22/2013 2254 PM  Shortcut
j Downloads @ Microsoft Azure Services T/24/201412:02 PM Shortcut -
W Music L ANB Nata Sanrees (32-hit) R/22/I0 L T5A AR Shortent il
B nee WL m

24items 1 item selected 1.09 KB
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Navigate to

Security Settings — Account Policies — Password Policy

Policy Security Setting

Enforce password history 8 passwords remembered
Maximum password age 180 days

Minimum password age 3 days

Minimum password length

8 characters

Password must meet complexity Enabled
requirements
Store passwords using reversible Disabled
encryption

Result is

51_‘;, Local Security Policy
File Action View Help

oo | HE 2 HE

-:1_‘:_.| Security Settings Policy
~ [4 Account Policies

= Password Palicy

7 Account Leckout Policy
~ [ 4 Local Policies

2 Audit Policy

7 User Rights Assignment

7 Security Options

| Enforce password history

| Maximum password age

| Minimum password age

| Minimurm password length

| Password must meet complexity requirements

| Store passwords using reversible encryption

Security Setting

8 passwords remembered
180 days

3 days

8 characters

Enabled

Disabled

25




2.2.3 Account Lockout Policy

In All Control Panel Items, click Administrative Tools

@ - 4 |E v Control Panel » All Control Panel tems v G| | Search Control Panel »p |

Adjust your computer's settings View by: Largeicons ~

‘P Action Center Administrative Tools @ AutoPlay

;ﬂ Color Management Credential Manager Date and Time

Click Local Security Policy

Shortcut Tools
File Home Share View Manage v 0
T | ﬁ] v Control Panel » All Control Panel ltems »  Administrative Tools v & | | Search Administrative Tools 2 |
X Favorites L~ Mame - Date modified Type Size |~
B Desktop | Terminal Services 8/22/201311:39 PM  File folder =
j Downloads = @- Component Services 8/22/2013 257 PM  Shortcut
% Recent places @ Computer Management 8/22/2013 254 PM Shortcut o
[#lg Defragment and Optimize Drives 8/22/2013 247PM  Shortcut
18 ThisPC " {5l Event Viewer 8/22/20132:55PM  Shortcut
g Desktop {2, iSCS! Initiator 8/22/20132:57PM  Shortcut
,E Documents @ Local Security Policy 8/22/2013 2254 PM  Shortcut
j Downloads @ Microsoft Azure Services T/24/201412:02 PM Shortcut -
W Music L ANB Nata Sanrees (32-hit) R/22/I0 L T5A AR Shortent il
E T L€ Iy

24items 1 item selected 1.09 KB
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Navigate to

Security Settings — Account Policies — Account Lockout Policy

Policy

Security Setting

Account lockout duration

10 minutes

Account lockout threshold

5 invalid logon attempts

Reset account lockout counter after

10 minutes

Result is

_3' Local Security Policy

File Action View Help
e 2@ = Hm

-

Fa Security Settings
v [4 Account Policies
5 Password Policy
7 Account Lockout Policy

Palicy
A Account lockout duration
_}:.IAccount lockout threshold

A Reset account lockout counter after

Security Setting
10 minutes
5 invalid logon attempts

10 minutes

1 Local Policies
| Windows Defender Firewall with
| Metwork List Manager Policies

°| Public Key Paolicies

| Software Restriction Policies

27




2.2.4 Screen Saver

Run regedit.exe (registry editor)

LOnTrel Fanel
File Explorer

Search

Run

Shut down or sign out K
Desktop
= =

Run -

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: | regedit.exe] W

QK Cancel Browse...

28



Navigate to

HKEY_USERS — .DEFAULT — Control Panel — Desktop

E: g

File Edit Wiew Faverites Help
M Computer -
- . HEEY_CLASSES ROOT
- . HEEY_CURREMT_USER
- HEEY_LOCAL_MACHIME
4. HEEY_USERS
a- L, DEFAULT
4 - . Control Panel
- L) Accessibility
[~ . Appearance
----- , Colors
----- ) Cursors =
41 |, Desktop
E ----- . MuiCached
Right click to add new String Value as
T R T - |
Al Deskto
. L Collaj
il Mu pse |
...... Wi Mew . Key
-0 Input Find... | String Value
= L0 Interna - - e
ScreenSaveActive 1
ScreenSavelsSecure 1
ScreenSaveTimeOut 900
Result is
418 Computer ~ || Name Type Data
b - |, HKEY_CLASSES ROGT aF] (Default) REG_SZ fvalu
t> . HKEY_CURRENT_USER ab| DragFullWindows REG_SZ 1
- 10 HKEY_LOCAL MACHINE ab] FontSmeothing REG_SZ 2
- [. HKEY_USERS %) FontSmeothingOrientation REG_DWORD 0x00)
448 DEFAULT 54 FontSmoothingType REG_DWORD Dx00!
R ControIPalnéll ScreenSavelctive REG_SZ 1
-4 iccemblllt}r REG_SZ 1
U CplFJEEI'EﬂCE PEG_SZ g::ﬁ
y HoRrE 38 UserPreferenceshack REG_BINARY 9e 34

. Cursors
. Desktop
i | MuiCached

29



2.3 Local Security Policy

In All Control Panel Items, click Administrative Tools

@ - 4 |E v Control Panel » All Control Panel tems

v G| | Search Control Panel

‘P Action Center

;ﬂ Color Management

Adjust your computer's settings

Click Local Security Policy

Administrative Tools

Credential Manager

View by:  Largeicons ~

@ AutoPlay

Date and Time

Shortcut Tools
File Home Share View Manage v 0
1 | ﬁ] + Control Panel » All Control Panel ltems » Administrative Tools v & | | Search Administrative Tools P |
X Favorites L~ Mame - Date modified Type Size |~
B Desktop | Terminal Services 8/22/201311:39 PM  File folder =
j Downloads = @- Component Services 8/22/2013 257 PM  Shortcut
% Recent places @ Computer Management 8/22/2013 254 PM Shortcut o
[#lg Defragment and Optimize Drives 8/22/2013 247PM  Shortcut
1M This PC | @ Event Viewer 8/22/2013 2:55 PM Shortcut
g Desktop {2, iSCS! Initiator 8/22/20132:57PM  Shorteut
,E Documents @ Local Security Policy 8/22/2013 2254 PM  Shortcut
j Downloads @ Microsoft Azure Services T/24/201412:02 PM Shortcut -
W Music L ANB Nata Sanrees (32-hit) R/22/I0 L T5A AR Shortent il
. |3
24items 1 item selected 1.09 KB
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_i;, Local Security Policy
File Action View Help

s HE X2 HE

Navigate to Local Policies-Security Options

T Security Settings
A Account Policies

Policy

v [ 4 Local Policies
4 Audit Policy
7 User Rights Assignment
7, Security Options
h | Windows Defender Firewall with Advz
| Metwork List Manager Pelicies
| Public Key Policies
| Software Restriction Poelicies
| Application Control Policies
,g IP Security Policies on Lecal Compute
| Advanced Audit Policy Configuration

| Accounts: Rename administrator account

- Security Setting
| Accounts: Administrator account status Enabled
| Accounts: Block Microsoft accounts Mot Defined
| Accounts: Guest account status Disabled
| Accounts: Limit lecal account use of blank passwerds to co..  Enabled

Administrator

| Accounts: Rename guest account schrnd

| Audit: Audit the access of global system cbjects Disabled

| Audit: Audit the use of Backup and Restore privilege Disabled

| Audit: Force audit policy subcategory settings (Windows Vis.. Not Defined

| Audit: Shut down systemn immediately if unable to log secur... Disabled

| DCOM: Machine Access Restrictions in Security Descriptor D, Not Defined

| DCOM: Machine Launch Restrictions in Security Descriptor .. Not Defined

| Devices: Allow undock without having to log on Enabled

| Devices: Allowed to format and gject removable media MNot Defined

| Devices: Prevent users from installing printer drivers Enabled

| Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined

| Devices: Restrict floppy access to locally logged-on user only Mot Defined
Domain contreller: Allow server operators to scheduletasks Mot Defined
Domain contreller: LDAP server signing requirements Mot Defined

| Domain controller: Refuse machine account password chan... Mot Defined

| Domain member: Digitally encrypt or sign secure channel d... Enabled

| Domain member: Digitally encrypt secure channel data (wh... Enabled

| Domain member: Digitally sign secure channel data (when ...  Enabled

Set the additional Security Options by referring below table.

Policy

Security Setting

Accounts: Guest account status

Disabled

Accounts: Rename guest account

Assign any name other than the default

name such as schrnd

Audit: Shut down system immediately if | Disabled
unable to log security audits

Domain member: Digitally encrypt or Enabled
sign secure channel data (always)

Domain member: Digitally encrypt Enabled
secure channel data (when possible)

Domain member: Digitally sign secure Enabled
channel data (When possible)

Interactive logon: Do not display Enabled

username at sign-in

Interactive logon: Message text for

“Authenticated User Only”
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users attempting to log on

Interactive logon: Message title for

users attempting to log on

“Authenticated User Only”

Interactive logon: Number of previous 0 logons
logons to cache (in case domain

controller is not available)

Interactive logon: Prompt user to 5 days
change password before expiration

Recovery console: Allow automatic Disabled
administrative logon

Recovery console: Allow floppy copy Disabled

and access to all drives and all folders
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2.4 Registry Security Configuration

1. Run regedit.exe (registry editor)

= Fun

LONTrel Fanel
File Explorer

Search

Run

Shut down or sign out >

Desktop
[[=—] ==

= o=

== Typethe name of a prograrm, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: | regedit.exel

oK

Cancel

Browse...

2.  Navigate to

Manager\Memory Management]

3. Configure the following Dwords

If Hyper-Threading enabled

If Hyper-Threading disabled

"FeatureSettingsOverride"=dword:00000048
"FeatureSettingsOverrideMask"=dword:00000003

"FeatureSettingsOverride"=dword:00002048
"FeatureSettingsOverrideMask"=dword:00000003

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
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& Registry Editor =[] —l
File Edit View Favorites Help
b ) ScsiPort A~ [ Name Type Data
SecureBeot REG_SZ (value not set)
b ) SecurePipeServers earPageFileAtshutdown REG_DWORD (x00000000 (0)
bl SecurityProviders sablePageCombining REG_DWORD 000000001 (1)
ServiceGroupOrder sablePagingExecutive REG_DWORD 0x0000DO0D (0)
bl ServiceProvider istingPageFiles REG_MULTI_SZ \INCA pagefile.sys
4-Ji Session Manager eatureSettings REG_DWORD (x00000003 (3)
. ?::;;S:;;“’\‘A:Zaw eatureSettingsOverride REG_DWORD 000000048 (72)
S besee z eatureSettingsOverrideMask REG_DWORD 0x00000003 (3)
EE rgeSystemCache REG_DWORD (xD0000D0T (1)
Eckditve lonPagedPoolQuota REG_DWORD 0xDDD0DD0D (0)
FieRenameQperations lonPagedPoolSize REG_DWORD 0xD0000000 (0)
140 System agedPoolQuota REG_DWORD 0xD0000000 (0)
b Kemel agedPoolsize REG_DWORD (x00000000 (0)
KnownDLL vl m

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C:

Navigate to

[HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\OID\EncodingTyp
e 0\CertDlICreateCertificateChainEngine\Config\default]

+ Favorites  Help

Manager\ y

Configure the following binary value
"WeakShalThirdPartyAfterTime"=0018df076244d101

Registr

Data

4.1--_ EncodingType 0 || Name Type
. CertDlCreateCertificateCh; a_b](De'Fault] REG_SZ
4|, Config 4 WeakMd5ThirdPartyfterTime  REG_BINARY
. Default 4| WeakMdSThirdPartyFlags REG_DWORD
. CertDllOpenStoreProv 5] WeakMdSThirdPartySha2S6A... REG_MULTI_SZ
. CertDliProtectedRootMessi | | el yeoksha 1 ThirdPartyFlags REG_DWORD

. CryptDlIFindLocalizedNam
< 1 CryptDlIFindQ1DInfo

24Weaksha  ThirdPartyAfterTime! REG_BINARY

Navigate to

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvide
rs\SCHANNEL\KeyExchangeAlgorithms\Diffie-Hellman]

Configure the following Dword

"ClientMinKeyBitLength"=dword: 00000800
&

(value not set)

00 c029b8439% <501

0x38300000 (2291138560)
O1ABF438E1A14A904BA530942BEDBI
0x80040000 (2147745792)

00 18 df 07 62 44 d1 01

Registry Editor
File Edit View Favorites Help
[ Ciphers ~ || Name Type Data
CipherSuites ab] (Default) REG_SZ (value not set)
i Hashes REG_DWORD 000000800 (2048)
4 KeyExchangeAlgorithms
; Diffie-Hellman
l‘>- . Protocols
- Whigest
i |, ServiceGroupOrder
D . ServiceProvider
. Cerrinn hanansr hd

ComputertHKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control\SecurityProviders\SCHANNEL\KeyExchangeAlgorithms'\Diffie-Hellman
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Run regedit.exe (registry editor)

LOnTrel Fanel
File Explorer

Search

Run

Shut down or sign out

Desktop

L[] =

:l-_l

Fun

=]

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | regedit.exe]

OK

Cancel

Browse...

Navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\

Parameters

Change enablesecuritysignature to 1

Value name:

Edit DWORD (32-bit) Value

|enablesecuﬁt:,'signature

Value data: Base
|[| | ® Hexadecimal
() Decimal
| oKk || Caneel
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Change requiresecuritysignature to 1

Value name:

Edit DWORD (32-bit) Value

|requireseu:ur'rt§,'signature

Walue data: Base
|i] | (®) Hexadecimal
() Decimal
| ok || Cancel
Result is
ry Editor
File Edit Wew Favorites Help
- [ inatdma 2| [ name [ Type | Data
[ [ IPBusEnum ah1(Dzafault) REG_SZ (value not set)
""" | IpFilterDriver 24| adiustedhulisessiorPipes REG_DWORD 000000002 (23
- L iphlpsve %) autodisconnect REG_DWORD 0x0000000F (15)
By IPMIDRY 4| CachedOpenLimit REG_DWORD 000000000 (0)
""" d IPNAT enablefarcediogoff REG_DWORD 000000001 {1
""" b IRENUM REG_DWORD 000000001 {13
P REG_BINARY oF 4 OF 9c b3 cf 10 47 94 92 o8 &7 06 3 of f
| iteakapi We|Lmannounce REG_DWORD 000000000 (0}
: — ab}NuIISessionP\pes REG_MULTI_SZ
Vodclass REG_D'WORD 000000001 (1)
1 \bdhid ‘-’-'ﬂrestrictnullsessaccess REG_DWORD 000000001 (1)
: Keylso a'ﬂServiceDII REG_EXPAND_SZ SeSystemRoot s\ system32isresve, dll
. kSecOD ‘-'-'cﬂServiceDIIUn\oadOnStop REG_DWORD 000000001 13
. kkmRm Wa| Size REG_DWORD 000000003 {3)
. lznd
. LanmanServer
| Aliases
. AutotunedPara
| DefaultSecurity
| Linkage
. Parameters
| ShareProviders
| Shares
[ | Lanmanworkstation
- | ldap
B L llbdio
[ lkdsve
B L Imhasts
[ L Lsa
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Run regedit.exe (registry editor)

LOnTrel Fanel
File Explorer

Search

Run

Shut down or sign out K

Desktop —
[ [/ | = @

Run -

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: | regedit.exe] W
oK Cancel Browse...
Navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\
SCHANNEL\Ciphers

Set O to
NULL

DES 56/56
RC2 40/128
RC2 56/128
RC2 128/128
RC4 40/128
RC4 56/128
RC4 64/128
RC4 128/128
Triple DES 168
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Take DES 56/56 as example

'roeductOptions || Mame
wafeBoot 393 (Default)
wcEvents o Enabled
wcsiPort

iecureBoot

iecurePipeServers

wecurityProviders

| SaslProfiles

| SCHAMMEL
4. Ciphers Value name:
----- 1) AES128/128 |Er|abled
----- . AES 256/256
DES 56/56 Value data: Base
..... 1 NULL |E] | (®) Hexadecimal
..... | RC2128/128 () Decimal
i D AN 30
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Navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders

\SCHANNEL\Protocols

Set key as below

SSL2.0

Key: Client DWORD:
Key: Client DWORD:
Key: Server DWORD:
Key: Server DWORD:

SSL3.0

Key: Client DWORD:
Key: Client DWORD:
Key: Server DWORD:
Key: Server DWORD:

TLS1.0*

Key: Client DWORD:
Key: Client DWORD:
Key: Server DWORD:
Key: Server DWORD:

TLS 1.1

Key: Client DWORD:
Key: Client DWORD:
Key: Server DWORD:
Key: Server DWORD:

TLS 1.2

Key: Client DWORD:
Key: Client DWORD:
Key: Server DWORD:
Key: Server DWORD:

DisabledByDefault (1)
Enabled (0)
DisabledByDefault (1)
Enabled (0)

DisabledByDefault (1)
Enabled (0)
DisabledByDefault (1)
Enabled (0)

DisabledByDefault (1)
Enabled (0)
DisabledByDefault (1)
Enabled (0)

DisabledByDefault (1)
Enabled (0)
DisabledByDefault (1)
Enabled (0)

DisabledByDefault (0)
Enabled (1)
DisabledByDefault (0)
Enabled (1)
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Result is

SSL2.0
.
bl PCT10 ~||| Name Type Data
a 1, SSL 2.0 ab]| (Default) REG_SZ (value not set)
Client 14| DisabledByDefault REG_DWORD 000000001 (1)
| Server 7%|Enabled REG_DWORD 000000000 (0)

File Edit View Favortes Help

A j,, SSL 2.0 ~ || Marme Type Data
- -l Client b (Default) | REG_SZ (value not set)
L | Server i'_-'gﬂDlsabledByDefault REG_DWQORD OecDDDO0D00T (1)
[> j, S5L 3.0 _ugﬂ Enabled REG_DWOQORD OncDO000000 (0)
b TLS1.0
SSL3.0
worites  Help
: o - Ju Client || Name Type Data
el Server ab]| (Default) REG_SZ {value not set)
4 1_. S5L3.0 4| DisabledByDefault REG_DWORD 0x00000001 (1)
: Client %8| Enabled REG_DWORD 0x00000000 (0)
...... L SEernver
A~ || Name Type Data
ab] (Default) REG 57 {value not set)
%) DisabledByDefault REG_DWORD 0:00000001 (1)
3 Enabled REG_DWORD 000000000 (0)
TLS 1.0
s Help
A < TS0 # || Mame Type Data
¢ el Client b (Default) REG_SZ fwalue not s=t)
el Server REG_DWORD 0x00 (1
|> LTS #4)Enabled REG_DWORD OucFFFFFFF (4204067295)
bl TLS 1.2
|>j, SSL 3.0 ~ || Mame Type Data
4- ), TLS1.0 3_‘_'3 (Default) REG_SZ (value not set)
24| DisabledByDefault REG_DWORD 00000001 (1)
REG_DWORD 000000000 (0)
a LTI
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TLS1.1

wites  Help
L] Client # || Name Type Data
L TLS 1 b (Default) REG_SZ {value not set)
. Client| 24| DisabledByDefault REG_DWORD (00000001 (1)
| Server 24| Enabled REG_DWORD 000000000 (0)
e mep
.| Client || Name Type Data
TLS 1.1 b (Default) REG_SZ tvalue not set)
| Client %) DisabledByDefault REG_DWORD 000000001 (1)
L server| 5% Enabled REG_DWORD 00000000 (0)
. WDigest
TLS1.2
TLS 1.2 ~ ||| Name Type Data
[ Client| 8] (Default) REG_SZ (value not set)
L | Server 4| DisabledByDefault REG_DWORD 000000000 (0)
Whigest 4| Enabled REG_DWORD 000000001 (1)
4. TIS12 ~ || Name Type Data
Client ab] (Default) REG_SZ {value not set)
|| Server| 74| DisabledByDefault REG_DWORD 000000000 (0)
Whigest %) Enabled REG_DWORD 000000001 (1)
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2.5 Firewall

In All Control Panel Items , click Windows Defender Firewall

All Control Panel [tems — O
I} 1T » Control Panel » All Control Panel ltems w O Search Control Panel
Adjust your computer's settings View by:  Small icons ~
?E Administrative Tools g AutoPlay Kl Color Management
Credential Manager _; Date and Time L%I Default Programs
'- Device Manager s Devices and Printers @ Ease of Access Center
=] File Explorer Options Flash Player (32-bit) A Fonts
ﬁ, Indexing Options Internet Options ‘% iSCSI Initiater
Keybeoard 8 Mouse :‘: Metwork and Sharing Center
H;] Phone and Modem 3 Power Options B Programs and Features
@ Recovery 9 Region % Remotefpp and Desktep Connections
P Security and Maintenance iy Sound @1 Speech Recognition
@ Sync Center E System Taskbar and Mavigation
2| Text to Speech [ Troubleshooting F& User Accounts

@ Windows Defender Firewall

Activate firewall

ﬁ Windows Defender Firewall

= I} v 4 @@ « All Control Par

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

Change notification settings

Turn Windows Defender
Firewall on or off

Restore defaults

&S ¢ &

Advanced settings

Troubleshoot my network
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Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,

Private network settings
a (® Turn on Windows Defender Firewall

[JBlock all incoming connections, including those in the list of allowed apps

[] Motify me when Windows Defender Firewall blocks a new app

@ i) Turn off Windows Defender Firewall (not recommended)

Public network settings
(® Turn on Windows Defender Firewall

[JBlock all incoming connections, including those in the list of allowed apps

[] Motify me when Windows Defender Firewall blocks a new app
g () Turn off Windows Defender Firewall (not recommended)

Result is

« =3« 4 9 << All Control Panel ltems @ Windows Defender Firewall w O Search Control Panel 2

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicicus software from gaining access to your

Allow an app or feature PC threugh the Internet or a network,

through Windows Defender

Firewall .

0 Private networks Not connected

!;7 Change notification settings
& Tum Windows Defender l g Guest or public networks Connected

Firewall on or off
) Restore defaults Networks in public places such as airports or coffee shops
!; Advanced settings Windows Defender Firewall state: On

Troubleshoot my network . . -

Inceming cennections: Block all connections to apps that are not on the

list of allowed apps

Active public networks: = Network

Motification state: Do not netify me when Windows Defender
Firewall Blocks a new app
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Run gpedit.msc

LOnTrel Fanel
File Explorer

Search

Run

Shut down or sign out K
Desktop B
= =,

Run -

=== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: gpedit.msc| W

QK Cancel Browse...

Navigate to
Computer Configuration — Administrative Template — Windows Components —

Windows Defender SmartScreen — Explorer

Click Configure Windows Defender SmartScreen

Select Enabled

& Configure Windows Defender SmartScreen O

E‘ Configure Windows Defender SmartScreen Trmieis

() Not Configured Comment:
®) Enabled
(O Disabled
Supported on: | At Jeast Windows Server 2012, Windows & or Windows RT
Cpticns: Help:
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2.6 NTP (Time Synchronization)

Open Control Panel, navigate to Clock and Region, click Date and Time

@ Clock and Region - ]

1 3} » Control Panel » Clock and Region w O Search Control Panel

Control Panel H .
onirelFanetHome Date and Time

Set the time and date | Changethetime zone | Add clocks for different time zones

System and Security

Metwork and Internet g Region
Change date, time, or number formats

Hardware

Programs

User Accounts

Appearance and
Personalization

# Clock and Region

Ease of Access

Date and Time >

Date and Time ~ Additional Clocks  Internet Time

This computer is set to automatically synchronize with
‘time.windows.com',

Mext synchronization: 24/5/2022 at 11:35 AM

The clock was successfully synchronized with timewindows.com on
24/5/2022 at 11:17 AM.,

| E;‘Change settings...

Ok Cancel Apply
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Click Change settings
Set your prefered time source, such as your internal domain server or internet

time server.

Internet Time Settings >

Configure Internet time settings:

Synchronize with an Internet time server
Server: | time.windows.com w | Update now

The clock was successfully synchronized with timewindows.com on
24/5/2022 at 11:17 AM.

Cancel
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2.7 Remote Desktop Configuration

Run gpedit.msc

LOnTrel Fanel
File Explorer

Search

Run

Shut down or sign out

Desktop

5=

[~ =T e,

=] Run

=== Typethe name of a program, folder, document, or Internet

rescurce, and Windows will open it for you,

Open: gpeditmsc|

OK

Cancel

Browse...
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Navigate to

Computer Configuration - Administrative Templates - Windows Components -

Remote Desktop Services - Remote Desktop Session Host - Security

File Action View Help

| nE = B

I |7 Location and Sensors
] Maintenance Scheduler
[ NetMeeting
] Network Access Protectio
1 Network Projector
] OneDrive
7] Online Assistance
] Password Synchronizatior
1 Portable Operating Syster
[ Presentation Settings
4 [ 7] Remote Desktop Services
[ RD Licensing
I+ [ Remote Desktop Con
4[] Remote Desktop Sessi
[ Application Com
[ Connections
] Device and Resou
[ Licensing
] Printer Redirection
[ Profiles
] RD Connectian Br(
b ] Remote Session Er
Security
] Session Time Limil
] Temporary folders
] RSS Feeds
[ Security Center

Set client connection encryption
level

Edit policy setting

Requirements:

At least Windows Server 2003
operating systems or Windows XP
Professional

Description:

This policy setting specifies
whether to require the use of a
specific encryption level to secure
= || communications between client
computerss and RD Session Host
servers during Remote Desktop
Protocel (RDP) connections,

If you enable this policy setting, all
communications between clients
and RD Session Host servers
during remote connections must
use the encryption method
specified in this setting. By
default, the encryption level is set
to High. The following encryption
methods are available:

~ || * High: The High setting encrypts

A —

Setting
Server authentication certificate template

t client connection encryption level

Always prompt for password upon connection

Require secure RPC communication

Require use of specific security layer for remote (RDP) connections

Do not allow local administrators to customize permissions

Require user authentication for remote connections by using Network Level Authentication

< m 3|

Extended AStandard/
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Click Set client connection encryption level

Set client connection encryption Setting Stat
level || Server authentication certificate ternplate Mat conf]
) _ ) i| Set client connection encryption level
Edit policy setting ~ =] Always prompt for password upon connection Mot conf]
Requirements: |iz| Require secure RPC communication Mot conf]
At least Windows Server 2003 =] Require use of specific security layer for remote (RDP) connections Enab
operating systems or Windows XP iz| Do not allow local administrators to customize permissions Mot conf]
Professional i=] Require user authentication for rernote connections by using Network... Enab
Description:

Select High Level

Set client connection encryption level | I ‘ | Mext Sctting ‘
O Not Configured Comment: ~
@ Enabled
O Disabled v
Supperted oni | At east Windows Server 2003 operating systems or Windows XP Professional ~
b
Cpticns: Help:
Encryption Level |High Level - | I'I'his_p.olicy setting specifies whether to requ_ire the use of a
specific encryption level to secure communications between
Cheose the encryption level from the drep-down client computerss and RD Sessio!ﬂ Host servers during Remote
list, Desktop Protocol (RDP) connections,
If vou enable this policy settina. all cornmunications between

49



Click Require use of specific security layer for remote (RDP) connections

~ Security
Require use of specific security Setting State
layer for remote (RDF) connections  |i=| Server authentication certificate template Mot configured
|| Set client connection encryption level Enabled
Edit policy sefting. ~ |i=] Always prompt for password upon connection Mot configured
=] Require secure RPC communication Mot configured

Requirements:

At least Windows Vista Require use of specific security layer for remote (RDP) cenn... Enabled

o \i=| Do not allow local administrators to customize permissions Mot configured
'?:issc:gltil$lsetting pecifies |:=) Require user authentication for remote connections by usin... Enabled
whether to require the use of a
specific secunty laver to secure

Select SSL
&.- Require use of specific security layer for remote (RDP) connections O .
[ Require use of specific security layer for remote (RDP) connections Previous Setting Mext Setting
{7) Not Configured Comment:
(®) Enabled
() Disabled
Sliieimla At least Windows Vista
Cptions: Help:
Security Layer | SSL » This policy setting specifies whether to require the use of a ~

specific security layer to secure communications between clients
and RD Session Host servers during Remote Desktop Protocol

Choose the security layer from the drop-down list, !
(RDP) connections.
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Click Require secure RPC communication

E[ Local Group Policy Editor

- O X
File Action View Help
e | 2FE = Bm 7
~| 0OBE || Setting State
‘J_ Eor‘table (.]pe;atlr?g System || Server authentication certificate template Mot configured
‘J_ resentation Settings |i=] Set client connection encryption level Enabled
| Push To Install Al t d cti Nat £ d
« [ Remote Desktop Services was prompt for passwor pon connection ot configure
= . . quire secure RPC communication Enabled
| RD Licensing . - .
| Remote Desktop Connection Client Require use of specific security layer for remote (RDP) conn.. Enabled
v [] Remote Desktop Session Host 1] Do not allow local administrators to customize permissions Mot configured
| Application Compatibility \i=| Require user authentication for remote connections by usin... Enabled
| Connections
| Device and Resource Redirection
Select Enabled
A Require secure RPC communication O *
"5 m uire secure RPC communication . . .
E‘ =q Previous Setting Mext Setting
() Met Configured Comment:
{®) Enabled
() Disabled
Supported on: | At |east Windows Server 2003
Opticns:

Help:
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Click Require user authentication for remote connections by using Network Level
Authentication

Require user authentication for S“etting State

remote connections by using \i=| Server authentication certificate template Mot configured

Network Level Authentication =] Set client connection encryption level Enabled

Edit policy settin A |_:—'| Alwagl,rs prompt for password lupo».n connection Mot configured
|i=| Require secure RPC communication Met configured

Requirements: || Require use of specific security layer for remote (RDP) connections Enabled

At least Windows Vista || De not allow local administrators to customize permissions Mot configured
Require user authentication for remote connections by using Metwork.., Enabled

Description:
This pelicy setting allows vou to

Select Enabled

@ Require user authentication for remote connections by using Network Level Authenticaticn

| Previcus Setting | ‘ MNext Setting ‘

() Mot Configured ~ COmMment: N

(®) Enabled

() Disabled -
Supported on: [ ot |east Windows Vista ~
b

COpticns: Help:

This policy setting allows you to specify whether to require user | ~
authentication for remote connections to the RD Session Host
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2.8 Unquoted Service Path

Run regedit.exe (registry editor)

LOnTrel Fanel
File Explorer

Search

Run

Shut down or sign out

Desktop

[[=—] [[=

=

e

=]

Fun

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | regedit.exe]

OK

Cancel

Browse...

Navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

For each key (service), check if the path to the executable file in the ImagePath is

double quoted.

Mame Type

ab| (Default) REG 5Z
aj"]DependOnService REG_MULTI_SZ
aj"] Description REG_SZ

ab] DisplayMame REG_SZ

5| ErrerControl REG_DWORD
ImagePath REG_EXPAMND_SZ
ab]| ObjectMame REG_SZ

7] Start REG_DWORD

4 Type REG_DWORD

Data

(value not set)
Tepip Afd
Apache/2.4.33 (Wintd) OpensS5L/1.1.0h mod_jk/1.2...
Apached.4
(00000001 (1)
"D\WebSAMS3.NApache\bin\httpd.exe" -k runser...
LocalSystem
(00000002 (2)
000000010 (16)
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If there is any service executable not double quoted, double click on ImagePath

and edit the value data to double quote it.

Walue name:
| ImagePath

Value data:
"D WebSAMS 3 0 Apache \binhttpd .exe" 4 runservice|
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2.9 Event Log Setting

In All Control Panel Items, click Administrative Tools

@ - 4 ||§ v Control Panel » All Control Panel ltems

w C-| | Search Control Panel 2 |

Adjust your computer’s settings

;ﬂ Color Management Credential Manager

Click Local Security Policy

Viewby: Largeicons =

‘?’ Action Center Administrative Tools @ AutoPlay

Date and Time

Shortcut Tools
File Home Share View Manage v 0
T | ﬁ] v Control Panel » All Control Panel ltems »  Administrative Tools v & | | Search Administrative Tools 2 |
X Favorites L~ Mame - Date modified Type Size |~
B Desktop | Terminal Services 8/22/201311:39 PM  File folder =
j Downloads = @- Component Services 8/22/2013 257 PM  Shortcut
% Recent places @ Computer Management 8/22/2013 254 PM Shortcut o
[#lg Defragment and Optimize Drives 8/22/2013 247PM  Shortcut
18 ThisPC " {5l Event Viewer 8/22/20132:55PM  Shortcut
g Desktop {2, iSCS! Initiator 8/22/20132:57PM  Shortcut
,E Documents @ Local Security Policy 8/22/2013 2254 PM  Shortcut
j Downloads @ Microsoft Azure Services T/24/201412:02 PM Shortcut -
W Music L ANB Nata Sanrees (32-hit) R/22/I0 L T5A AR Shortent il
= A ] < m

24items 1 item selected 1.09 KB
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Navigate to
Security Settings — Local Policies — Audit Policy

Check both “Success” & “Failure” options :
(1) Audit account logon events

(2) Audit account management

(3) Audit directory service access

(4) Audit logon events

(5) Audit object access

(6) Audit policy change

(7) Audit system events

Check “Failure” option for :

(1) Audit privilege use
Uncheck both “Success” & “Failure” options, which means “No auditing” option

for :

(1) Audit process tracking

Audit account logon events Properties _

Local Securty Setting | Explain |

j' Audit account logon events

Audit these attempts:
Success
Failure
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Result is

A

File Action View Help

s

Local Security Policy

Th Security Settings
b [ Account Policies
4 [[a Local Policies
I g Audit Policy
I [ & User Rights Assignment
I [ Security Options
B[ Windews Firewall with Advanced Seci
| Metwork List Manager Policies
I ] Public Key Policies
B || Software Restriction Policies
I || Application Control Policies
B ‘g IP Security Policies on Local Compute
p [ ] Advanced Audit Policy Configuration

Policy

| Audit account logen events

| Audit account management
| Audit directory service access
| Audit logon events

| Audit object access

| Audit policy change

| Audit privilege use

| Audit process tracking

| Audit system events

Security Setting
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Failure

Mo auditing
Success, Failure

Run gpedit.msc

LONTral Fanegl

File Explorer

Search

Run

Shut down or sign out K

Desktop

T =
=) Run

== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will cpen it for you,

Open: gpedit.msc |

OK

Cancel

Browse...
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Navigate to

Computer Configuration — Administrative Templates — System — Audit Process

Creation
Click Include command line in process creation events

Select Enabled

A Include command line in process creation events O

E‘ Include command line in process creation events

(O Not Configured Comment:
(®) Enabled
() Disabled
Supported oni | at east Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1
Options: Help:
Navigate to

Computer Configuration — Administrative Templates — Windows Components —

Windows PowerShell
Click Turn on PowerShell Script Block Logging

Select Enabled

& Turn on PowerShell Script Block Logging -
Ei Turn on PowerShell Script Block Legging —— —
(O) Not Configured Comment:
(®) Enabled
(O Disabled
Supperted on: [ A |east Microsoft Windows 7 or Windows Server 2008 family
Cpticns: Help:
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Run eventvwr

rescurce, and Windows will cpen it for you,

me of a program, folder, document, or Internet

2 Run
=] Type the na
Open: | EXERRE

S

G This task will be created with administrative privileges.

QK Cancel Browse...

Go to Event Viewer(Local) — Windows Logs, right click System and selectProperty,

set Maximum log si

for all components

ze, such as 2GB for System log as below. Apply the same setting
under Windows Logs.

2] Event Viewer (Local)
i—} Custom Views
v ‘!‘. Windows Logs
5] Application
5] Security
] Setup
5] System
§:| Forwarded Events
= Applications and Services Lo
-4 Subscriptions

Windows Logs

MName Type Murnber of Events  Size
Application Administrative 960 2.07 MB
Security Administrative 7,984 6.07 MB
Setup Operational 0 68 KB
System Administrative 4,284 2.07 MB
Forwarded Events Operaticnal 0 68 KB

Log Properties - System (Type: Administrative)

bid

General  Subscriptions
Full Name: System
Log path: FaSysternRoot¥a\System 32 Winevt\ Logs\ Systern.evix
Log size: 2.07 MB(2,166,784 bytes)
Created: Thursday, 19 May 2022 1:21:54 AM
Meodified: Wednesday, 25 May 2022 6:04:4% AM
Accessed: Wednesday, 25 May 2022 6:04:49 AM

Enable logging
Maximum log size (KB ): 2048000 %
When maximum event log size is reached:

(® Overwrite events as needed (oldest events first)

() Archive the log when full, do not overwrite events

(O) Do not overwrite events [ Clear logs manually )

Clear Log




